I. Introduction:-
A mobile ad hoc network (MANET) is a self-configurable, self-organizing, infrastructure less multi-hop mobile wireless network. By self-configurable and self organizing, we mean that a MANET can be formed, merged together, or partitioned into separate networks on the fly, depending on networking needs; and few administrative actions need to be performed for network setup and maintenance. By infrastructure less, we mean that a MANET can be promptly deployed without relying on any existing infrastructure (such as base stations for wireless cellular networks). By multi-hop wireless, we mean that in a MANET, the routes between end users may consist of multiple wireless hops, as compared to the single wireless hop in a wireless local area network (WLAN) or a cellular network, where only the last hop (e.g., from the end user to the access point or the base station) is wireless; and all the links beyond that point remain wired. In addition, each node in an ad hoc network is capable of moving independently; thus the network topology can change continuously and dramatically.
Each node also functions as a router that discovers and maintains routes to other nodes and forwards packets for other nodes. Rapidly deployable and self-organizing features make the ad hoc network very attractive in tactical and military applications, where fixed infrastructures are not available or reliable; and fast network establishment and self reconfiguration are required. Primary applications of an ad hoc network include tactical communication in a battlefield, disaster rescue after an earthquake. Five major security goals that need to be addressed to maintain a reliable and secure Ad hoc Environment are as follows:
1. Confidentiality 2. .Availability 3. .Authentication 4. . Integrity 5. Non -repudiation. Routing protocols are classified into three categories: a) Proactive: -It continuously learns the topology of the network by exchanging information among the network nodes. Whenever there is need for a route from source to destination, such route information is available immediately. If the network topology changes frequently, the cost of maintaining the network might to be very high. If the network activity is low, the information above actual topology might not be used. b) Reactive: -It query reply dialog and establishes routes only when the need arises. c) Hybrid: -Often reactive or proactive features of a particular routing protocol. Based on data delivery classification of MANET routing protocols are uni-cast and multicast. Uni-cast: -Send data from single source to single destination. Multicast: -Is the delivery of information to a group destination simultaneously using the most efficient strategy to deliver the messages over each link of the network.
Create copies only once when the links to the destination split. Multicast routing protocol for MANET uses both multicast and uni-cast for data transmission. Multicast again divided into two categories 1. Tree based:-Maintain only one path 2. Mesh based:-Maintain several path Problem Identification: -Security is a critical issue in a mobile Ad hoc network (MANET) .Therefore I propose NAMP and SPREAD to improve robustness as well as reliable data delivery in the Ad hoc network.
II.
Literature Survey:- It was observed in this paper that transfer the data securely by using the policy mechanism, that is policy enforcement point in and out, policy decision point and controller. Based on this, the simulation configured the send and receives function to achieve the functionality of this component policy. Decision point is used to share source code to achieve the functionality of component in all nodes. Controller is used to store the information, receive from the other components. It is proposed in the research to use security protocol for reliable data delivery for secrete sharing between nodes and overcome the problem for colluded attacks and this is high network performance.
Objectives:-
Recovering the link failure and reliable data delivery are the most important research problem in the networking system. This problem is avoided normally by using architecture. This may be to increase many types of architecture for similar problem. To recover the link failure and reliable data delivery based on NAMP and SPREAD. The basic features of NAMP and SPREAD is lower latency, storing topology information is more efficient, reduce bandwidth utilization for mass distribution of data and the basic idea is to transform a secret message into multiple shares by secret sharing scheme; and the deliver the shares via multiple paths to the destination, so that even if a small number of the nodes used to relay messages are eavesdropped, the secret message as a whole is not eavesdropped.
III.
Methodology:-1. NAMP 2.SPREAD NAMP: -Neighbor -Aware Multicast Routing Protocol (NAMP). This is a tree based hybrid routing protocol utilize neighborhood information to route in the network maintained by request and reply message. If the receiver is not within the range, it searches the receiver by using dominant pruning flooding method. NAMP consist of the tree structure i) Multicast Tree Creation ii) Multicast Tree Maintenance iii) Joining and Leaving of nodes from the multicast group. To create a multicast tree source, node sends a flood request packet to the destination with data payload. During the process of forwarding the packets, each node selects a forwarder and creates a secondary forwarder list (SFL). It contains the information about the nodes that were primarily considered as possible forwarders. Each intermediate node that use the chosen forwarder to forward the packet, but keeps the knowledge about other possible forwarders in SFL. SFL issued for repairing any broken route in the network. Link failure recovery is one of the greatest advantages of NAMP. SPREAD: -Security Protocol for reliable data delivery (SPREAD) is a hybrid protocol. It provides data confidentiality security service in routing protocol. It uses secret sharing scheme between neighboring nodes to strengthen data confidentiality. It overcomes a problem of eaves dropping and colluded attacks. It's essential requirement is threshold secret sharing. Designing efficient routing protocol that provides both high security and high network performance. Possible Outcome: -The possible result of NAMP and SPREAD is improve the performance of the network by taking less time to transfer packets from the source to the destination(s) and more secure also provides a certain degree of reliability because of the redundancy introduced without compromising the security.
